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Human out of the loop
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Collaborative intelligence
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Traditional view of human centric cyber security  one-size-fits-all systems

Paradigm shift in human centric cyber security  customisable tailored systems   
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Human centric security

Grobler MM, Gaire R & Nepal S. 2020. User, Usage and Usability: 
Redefining Human Centric Cyber Security. In Press. Cybersecurity 
and Privacy, a section of the journal Frontiers in Big Data.
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Users



3U model
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End user 
(target)

Security expert 
(defender)

* User roles are indicative and not an exhaustive list

Designer and 
developer

Malicious user 
(attacker)

Grobler MM, Gaire R & Nepal S. 2020. User, Usage and Usability: Redefining Human Centric Cyber Security. In Press. Cybersecurity 
and Privacy, a section of the journal Frontiers in Big Data.
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